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Introduction to DHS Resilience Framework:

Partnering with other agencies 

Sandrine Schultz – FEMP Resilience Team
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A Strategic Resilient Planning Map

FEMP Resilience Planning Map (RPM) – A prioritized systematic 
approach to Resilience Planning 
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Interactive Guidance 
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Access on the FEMP Portfolio Resilience  Planning and 
Implementation web page

Arriving Soon !!!!
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FEMP Partnerships

• DHS Partnership – MOU Signed in February 18
• Achievements

– DHS Resilience Framework document sent to Exec Sec August 6th, 2018 
– Established resilience performance metrics and monitoring guidelines
– In the process of identifying best practices for resilience technologies and solutions 

• USCG Portsmouth Virginia (FEMP and NREL)
• FLETC Glynco Georgia (FEMP and NREL)
• NETC FEMA Maryland (FEMP and NREL)

– Providing associated technical support and engaging with selected DHS Component Pilot 
Sites. 

– Deploying solutions and processes for resilience planning in the Resilience Planning Map 
(RPM)

– Leveraging lessons learned and templates for the Pre-Energy Exchange RPM training 
class



DHS Resilience Framework
Presented by:

Crystall Merlino, Energy Manager
Department of Homeland Security

September 20, 2018



About Us
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• We have more than 240,000 employees
• We are made up of Operational and Support Components
• We are the third largest Cabinet department 

Vital mission to secure the nation from the many threats we face
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Organization
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Organization: Operational 
Components
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– Customs Border Protection
– National Protection and Programs Directorate
– Federal Emergency Management Agency
– Immigration and Customs Enforcement
– Federal Law Enforcement Training Center
– Science and Technology Directorate
– Transportation Security Administration
– U.S. Citizenship and Immigration Services 
– U.S. Coast Guard
– U.S Secret Service
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• Ongoing response to 
extreme weather, natural 
and man-made disasters

• Our systems more 
vulnerable to loss of 
power and damage to our 
infrastructure

• Ensures the incorporation 
of resilience into the 
Department’s critical 
infrastructure required for 
essential functions. 

Why is the resilience framework needed?

Background
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Resilience Drivers
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Output
 Develop a roadmap 

implementing resilience.
 Demonstrate 

interdependencies and 
solutions between focus 
areas: information 
communication 
technology, energy/ 
water, facilities, 
transportation

 Establish metrics for 
resilience performance

 Monitor success and 
best practices for 
resilience within DHS

FEMA –
National 
Preparedness 
Report

Directive 023-
03 – Climate 
Resilience

Directive 020-
01 – Energy & 
Water 
Management 
(Energy 
Security)

Directive 008-
03 – Continuity 
Programs

National Defense Authorization Act (2018)

Presidential Executive Orders 

DHS Directives

PPD-21 (2013)

DHS Internal Memorandums

Component Plans for Resilience

New Executive 
Order 13834 -
enhance the 

resilience of Federal 
infrastructure and 

operations
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DOE-DHS Memorandum of 
Understanding
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• Goals specified:
o Joint development of 

Resilience Framework
o Establish Resilience 

Performance Metrics & 
Monitoring Guidelines

o Identify Best Practices for 
Resilience Technologies & 
Solutions

o Provide Associate Technical 
Support 

o Engaging with Selected DHS 
Component Pilot Sites



DHS Executive Secretary Tasking
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• MGMT ExecSec 1159974
• Signed by Claire M. Grady, Under Secretary for Management on March 26th, 2018
• Sent from Tom Chaleki, Chief Readiness Support Officer

Each Component participate in all Resilience Framework 
Tiger Team activities to the greatest extent possible, 
with representatives for each of the focus areas  

Activities:
• Development of the DHS Resilience 

Framework
• Providing feedback on various pieces of the 

framework
• Development of your own Component Plan for 

Resilience
• Planning and execution of projects that 

incorporate resilience for mission assurance.

**Components will be required to submit their Plan 
for Resilience to OCRSO by August 31, 2019.  
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DHS Resilience Framework
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Resilience Framework: signed August 2018
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Resilience Focus Areas
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Critical Infrastructures 
Interdependencies
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• Determine which systems 
and applications are most 
critical to stakeholders

• Identify criticality: recovery 
time objective and maximum 
tolerable downtime 

• (how long systems can be 
down before their loss begins 
to negatively affect mission)



Critical Infrastructures 
Interdependencies
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Resilience Framework Method
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Framework applies 
common principles 

across DHS 
Operations to 

identify, assess, 
prioritize, and 
protect DHS’ 

Critical 
Infrastructure 



Integration of Resilience and Continuity

Continuity requirements must be incorporated into the 
operational activities of all Components to ensure the 

sustainment of mission essential functions. 

Resilience Relationship - Identify Critical Missions

Critical mission activities and assets are those activities 
and assets so vital that their incapacity or destruction 
would have a debilitating impact on security.
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Integration of Resilience and Continuity

Through the continuity process a business impact analysis is conducted. The results of 
the BIA integrate with intelligence and threat reporting, inform risk management 

activities to ensure the continued performance of essential functions, emphasizing the 
performance of MEFs and PMEFs. (i.e. What are the Gaps that exist?)

A Business Impact Analysis is essential in identifying and 
prioritizing what is critical to the Department by 
prioritizing services that must continue during an 
emergency, as well as during normal operations.

Resilience Relationship – Conduct Criticality Assessment
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Integration of Resilience and Continuity

For critical infrastructure protection, risk management requires leveraging resources 
to address the most critical assets that are most vulnerable and have greatest threat 
exposure.  Assess Liabilities identifies the hazards, threats, risks, and vulnerabilities 
of the Mission Essential Assets. The end goal of assessing liabilities is to determine 

the level of risk that exists under each critical infrastructure. 

Resilience Relationship – Assess Liabilities

Liabilities should be evaluated based on the 
degree of mission impact and the extent to 
which a liability will cause interruption.
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Integration of Resilience and Continuity

Risk management involves the consideration and implementation of strategies 
and measures to reduce the challenges identified in the risk assessment and 

seeks to answer the following questions: 

Resilience Relationship – Resolve Gaps & Determine Resilience Readiness

 What can be done? 
 What are the trade-offs in terms of costs and benefits for each option? 
 What impact will these options have on future efforts to mitigate risk? 
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Assessment for Resilience Scoring

Process-based Information Energy and Water
Information and 

Communication Technology
Facilities Transportation

Recovery Plans 
Emergency Management Plan 

Cyber Plan

Continuition of Operations Plan (COOP)

Memorandum of Understanding (MOU)

Site Master Plan for Development

Critical Mission Functions

Information Sharing

Communication

First Responders

Operational Data Energy and Water
Information and 

Communication Technology
Facilities Transportation

Energy Consumption per Building
Water Consumption pser building 

Fuel Consumption by Mobile Assets
List of Backup Generators 

Fuel Storage on-site

Geospatial Data Energy and Water
Information and 

Communication Technology
Facilities Transportation

Electrical System Maps
Natural Gas Maps

Water and Wasterwater Maps
Facility Maps

Communication Network Maps

Historical Data Energy and Water
Information and 

Communication Technology
Facilities Transportation

Grid Outages
Utility Disruption
After-Action Plans

Weather Related Events

Assess Baseline
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1 - Engage Stakeholders
Stakeholder Identification 2 2 3
2 - 3 Indentify Critical Mission and Conduct Criticality Assessment
Critical Mission Identification 2 2 3
Criticality Assessment 2 2 3
4 - Assess Liabilities
Risk Assessment 2 2 3
Identify Vulnerabilities 2 2 3
Analyze Risks 2 2 3
Prioritize Liabilities 2 3
5 - Identify Resilience Gaps and Determine Solutions
Electric 2 2 3
Natural Gas 2 2 3
Transportation 2 3 3
Information Communication and Technology 2 3 3
Energy 2 3 3
Facilities 2 3 3
Water 2 3 3
Wastewater 2 3 3
6 - Integrate Resilience Readiness Solutions 
Mitigation with Alternative Sites 2 2 3

The Resilience Readiness Planning Assessment provides Stakeholders with guidance on how to 
prepare, ensure vulnerabilities of critical assets are identified and mitigated,                               

and ensure mission continuity and readiness


Sheet1







								Dimension/Quality		Technical		Organizational		Social		Economic

								Robustness		Building codes and construction procedures for new and retrofitted structures		Emergency operations planning		Social vulnerability and degree of community preparedness		Extent of regional economic diversification

								Redundancy		Capacity for technical substitutions and “work-arounds”		Alternate sites for managing disaster operations		Availability of housing options for disaster victims		Ability to substitute and conserve needed inputs

								Resourcefulness		Availability of equipment and materials for restora-tion and repair		Capacity to improvise, innovate, and expand operations		Capacity to address human needs		Business and industry capacity to improvise

								Rapidity		System downtime, restoration time		Time between impact and early recovery		Time to restore lifeline services		Time to regain capacity, lost revenue
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Sheet2

		Information Communication and Technology														Resilience Planning Guidance

																0 - Preparedness

		Resilience Framework Steps				Description 		Score		Score 		Score 				Process-based Information 				Operational Data

		0 - Preparedness														Recovery Plans 				Energy Consumption per Building

		Cyber Plan		0		Do you have an organization-wide strategy for cataloging cyber risks and allocating resources for cyber defense based on the value of the assets being protected? 		2		3		3				Emergency Management Plan 				Water Consumption pser building 

		Information Sharing		0		1) Have you identified, and are you monitoring,  sources of cyber threat intelligence (CTI) that provides value for your security needs? 2) Have you identified entities with whom you share information when you discover indications of cyber compromise on your system? 3) Do you have a formal process for sharing indications of cyber compromise with those entities? 		2		3		3				Cyber Plan				Fuel Consumption by Mobile Assets

		Communications & IT 		0		Are there backup communications and data networks that can be brought online in case of failure of the primary networks? 		2		3		3				Continuition of Operations Plan (COOP)				List of Backup Generators 

		Incident command capability		0		Is there an established hierarchy for decision making and restoration information and communication activities in the event of an emergency? 		2		2		3				Memorandum of Understanding (MOU)				Fuel Storage on-site

		First responders interaction (mutual aid)		0		Do you have communications mechanisms independent of your primary communication and data networks that can be used to contact first responders (police, fire, etc.)? (Such communication mechanisms should also be able to operate independent of loss of power.)		1		2		2				Site Mater Plan for Development				Power Outages

		Agreements 		0		Do you have agreements in place that would help with disaster recovery/business continuity? These might be service level agreements with vendors (i.e., dispatch a team within a certain time period following an emergency) or a reciprocal agreement with another organization (i.e., temporarily co-locate operations with the other organization in the event of an emergency.)		1		2		2				Critical Mission Functions				Utility Disruption

				0		Do you have a recovery plan that identifies parties responsible for different tasks, chain of command, communication/public relations scripts, supply line/resources, and other critical elements? 		3		2		1				Information Sharing				Disrtuptions

		Process-based Information 														Communication

		Recovery Plans 														Site Data

																Electrical System Maps

		1 - Engage Stakeholders														Natural Gas Maps

		Stakeholder Identification		1		1) Have you identified all communication and data network systems at the facility and engage those system owners/managers? 2) Have you  identified entities responsible for issues authority to operate (ATO) for communication and data networks and engaged with the appropriate points of contact? 3) Have you identified all vendors and contractors involved with communication and data networks and engaged with the appropriate points of contact?		2		2		3				Water and Wasterwater Maps

		2 - 3 Indentify Critical Mission and Conduct Criticality Assessment														Facility Maps

		Critical Mission Identification		2		Conduct a BPA and Identify MEF and MEA		2		2		3				Communication Network Maps

		Criticality Assessment 		2		Conduct a BIA and assign Mission Criticality Levels to MEF and MEA		2		2		3

		4 - Assess Liabilities

		Risk Assessment		4		Understanding Risks		2		2		3

		Identify Vulnerabilities		4				2		2		3

		Analyze Risks		4				2		2		3

		Prioritize Liabilities 						2		3

		5 - Identify Resilience Gaps and Determine Solutions

		Electric		5		Are networking elements connected to energy power supplies? 		2		2		3

		Natural Gas		5				2		2		3

		Transportation		5				2		3		3

		Information Communication and Technology		5				2		3		3

		Energy 		5				2		3		3

		Facilities		5				2		3		3

		Water 		5				2		3		3

		Wastewater		5				2		3		3

		6 - Integrate Resilience Readiness Solutions 

		Mitigation with Alternative Sites 		6		Have you established a hot site (fully redundant site with equipment ready for operation), a cold site (shell building ready for relocation of communication/data operations) or some other alternate site for use in an emergency?  		2		2		3

								





Sheet4



				Resilience Planning Guidance

				0 - Preparedness

				Process-based Information 		Operational Data		Geospatial Data		Historical Data

				Recovery Plans 		Energy Consumption per Building		Electrical System Maps		Grid Outages

				Emergency Management Plan 		Water Consumption pser building 		Natural Gas Maps		Utility Disruption

				Cyber Plan		Fuel Consumption by Mobile Assets		Water and Wasterwater Maps		After-Action Plans

				Continuition of Operations Plan (COOP)		List of Backup Generators 		Facility Maps		Weather Related Events

				Memorandum of Understanding (MOU)		Fuel Storage on-site		Communication Network Maps

				Site Mater Plan for Development

				Critical Mission Functions

				Information Sharing

				Communication
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• Aligns with Executive Order 13834 
“enhance the resilience of Federal 
infrastructure and operations” 

• Aligns with DHS Secretary strategy for 
prioritization of mission

• Establishes roadmap for Components & 
other Agencies 

• Easily transfers to other Civilian Agencies 

In Conclusion…

Unclassified//For Official Use Only


	Slide Number 1
	A Strategic Resilient Planning Map
	Interactive Guidance 
	Access on the FEMP Portfolio Resilience  Planning and Implementation web page
	FEMP Partnerships
	DHS Resilience Framework
	About Us
	Organization
	Organization: Operational Components
	Background
	Resilience Drivers
	DOE-DHS Memorandum of Understanding
	DHS Executive Secretary Tasking
	DHS Resilience Framework
	Resilience Focus Areas
	Critical Infrastructures Interdependencies�
	Critical Infrastructures Interdependencies�
	Resilience Framework Method
	Integration of Resilience and Continuity�
	Integration of Resilience and Continuity�
	Integration of Resilience and Continuity�
	Integration of Resilience and Continuity�
	Slide Number 23
	In Conclusion…

